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Privacy Poricy AND MANAGEMENT OF UseR DATA (“Privacy Poricy”)

I. DiSCLAIMER

1. This Privacy Policy is governed by and is compliant with the Information Technology
(Reasonable security practices and procedures and sensitive personal data or information)
Rules 2011, which is designed to protect personal information of the end-user(s) of the
services; and other applicable rules and regulations related to privacy.

2. This Privacy Policy sets forth the modes of collection, utilisation and disclosure of your
information gathered on the application. This Privacy Policy applies only to confidential
information collected on the application. This Privacy Policy does not apply to information
collected by Kreon in other ways, including information collected offline or through social
networking platforms.

3. By clicking on "i accept" or "i agree", or continuing to use the services, or by installation or
access to the application, you agree to the terms of this Privacy Policy. If you do not agree to
this Privacy Policy, you may not avail the services.

We are committed to protect your privacy and have made this privacy policy to describe the
procedures we adhere to for collecting, using, and disclosing the personal information. We
recommend you read this privacy policy carefully so that you understand our approach

towards the use of your personal information.

II. DEFINITIONS

1. APPLICATION/APP: "Application/App" shall refer to the StuCred platform, i.e. the

mobile application or the algorithm created, developed, designed and made available by
Kreon.

2. APPLICATION SERVICES: “Application Services” shall include the mobile application
offered by Kreon, services offered through the mobile application and emails sent by

Kreon.
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. KREON/KREON FINANCE: "Kreon/Kreon Finance" shall mean KREON

FINNANCIAL SERVICES LIMITED, a non-banking financial company which
sanctions, processes, grants or declines the Loan to the User of the Application.

. PLATFORM: “Platform” shall mean the Application and the Website.

SERVICES: "Services" shall mean any service offered or rendered by Kreon Finance or
its affiliates.

. THIRD-PARTY PLATFORMS: “Third-Party Platforms” shall mean social networking
platforms offered by third-party service providers, such as Google, Facebook, LinkedIn
and other similar entities.

. USER ACCOUNT: "User Account" shall mean the registered Application account of the

User with Kreon for use of the Application and services offered by Kreon.

. WEBSITE: "Website" shall refer to www.stucred.com or such other website Kreon

notifies for the purposes of this terms.
. YOU/YOUR/USER: "You/Your/User" shall mean any person who accesses, downloads,

installs, utilizes, operates or views the Application or Services offered by Kreon.

III. ScopE

1. This Privacy Policy applies to the User data collected by Kreon, including your name,

e-mail address, biometric information, gender, date of birth, mobile number, passwords,
photograph video recordings as a part of the User on-boarding process, mobile phone
information including contact numbers, SMS, call logs and browsing history, location,
data and login-in credentials of Third Party Platforms, financial information such as bank
documents, bank statements, AADHAR Card, PAN card, bank account no., data from
Credit Information Companies, data required for Know Your Customer (“KYC”)

compliances, requirement and other relevant details (“Personal Information”).

CoLLEcTION OF DATA

1. The Personal Information shall be collected through the mobile application form (“Mobile

Application Form™) available on the Application or through Third Party Platforms or the

User device.
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2.

3.

As part of the Services, you authorize us to import your details and Personal Information
dispersed over Third Party Platforms.

We also collect from your mobile device a unique ID (where your device is an iPhone, we
also collect the Apple-recommended CFUUID (the Core Foundation Universally Unique
Identifier)) and you consent to the same by installation or use of the application.

You understand and acknowledge that the Company reserves the right to track your location
(“Track”) during the provision of the Services, and also in the event that you stop, cease,
discontinue to use or avail the Services, through the deletion or uninstallation of the Mobile
App or otherwise, till the event that your obligations to pay the Outstanding Amount(s) to
Kreon, exist. Deletion, uninstallation, and/or discontinuation of our Services, shall not release

you from the responsibility, obligation and liability to repay the Outstanding Amount(s).

V. USER DATA

1.

We shall use the User data in the following cases:

a) to provide you with the Services and to assist you in the event you need additional
support;

b) to access your credit worthiness;

c) to maintain and manage your User Account;

d) to assist you with technical difficulties that may arise in relation to your use and access of
the Application;

e) to manage our relationship with you;

f) for analytics;

g) to comply with our legal or statutory obligations;

h) to contact you about important announcements and other important information about
your User Account, the Application and the Services;

i) in order to define your profile;

User generated content is not confidential or proprietary. You grant, and warrant that you

have the right to grant us a non-exclusive, non-revocable, worldwide, transferable,

royalty-free, perpetual right to use your User generated content in any manner or media now

or later developed, for any purpose, commercial, advertising, or otherwise, including the
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right to translate, display, reproduce, modify, create derivative works, sublicense, distribute,

assign and commercialize without any payment due to you.

COMMUNICATIONS

VIL

We may occasionally send you information about our application, service, updates and offers,
through channels such as Whatsapp, Rcs , Email, and SMS. We will use your name and email
address to send these Communications. If you no longer wish to receive such

communications, You can opt out at any time or email us at care@stucred.com. However,

Please note that we may still send you transactional messages even if you have unsubscribed

from Marketing communications.

DATA RETENTION

VIII.

If you wish to close your User Account altogether, please let us know by submitting a request
to care@stucred.com. We may retain information about you in our databases for as long as
your account is active or as needed to provide you services and in accordance with applicable
laws. Our retention and use of your information will be as necessary to comply with our legal
obligations, resolve disputes, and enforce our agreements.

The retention period may extend beyond the end of your relationship with us, but it will be
only as long as it is necessary for us to have sufficient information to respond to any issues
that may arise later or for our commercial records. We may disclose Personal Information if
required to do so by law or in good faith that such disclosure is reasonably necessary to
respond to court orders or other legal processes.

We may also retain the user information to provide you paramount services if you reopen
your account. Please note, however, that there might be latency in deleting Personal

Information from our servers and backed-up versions might exist even after deletion.

SECURITY

1.

We value your Personal Information, and protect it on the Platform against loss, misuse or
alteration by taking extensive security measures. In order to protect your Personal

Information, we have implemented stringent security measures to protect the loss, misuse and
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IX.

alteration of the information under our control. Once your information is in our possession,
we adhere to strict security guidelines, protecting it against unauthorized access.

All Personal Information is stored on a secure cloud setup and all communication happens
via bank-grade secure SSL. communication channels. The Personal Information is stored on
Google cloud. There is restricted access to any such information.

Although we provide appropriate firewalls and protections, we cannot warrant the security of
any Personal Information transmitted as our systems are not hack proof. Data pilferage due to
unauthorized hacking, virus attacks, technical issues is possible and we take no liabilities or
responsibilities for it.

You are responsible for all actions that take place under your User Account. If you choose to
share your User Account details and password or any Personal Information with third parties,
you are solely responsible for the same. In the event of any misuse of your User Account by
any third party, in any manner, you may lose substantial control over your Personal

Information and may be subject to legally binding actions.

Access To INFORMATION

We will respond to your request about access to the information we collect about you within
the time frame required by applicable law. The following persons may have access to the user
data:

a) Administrators: We shall provide access to your Personal information to our authorized
administrators for business purposes, who shall be under confidentiality obligations
towards the same.

b) Affiliates: We may provide Personal Information we collect to our affiliates.

c) Business Partners: We may use certain trusted third-party companies and individuals to
help us provide, analyze, and improve the Services including but not limited to data
storage, maintenance services, database management, credit bureaus, rating agencies,
web analytics, payment processing, and improvement of the Platform’s features. These
third parties may have access to your information only for purposes of performing these

tasks on our behalf and under obligations similar to those in this Privacy Policy. We may



As on 04.12.2024 Privacy Policy V7

disclose your Personal Information to partners who perform business functions or hosting

services on our behalf and who may be located outside India

d) Service Providers: We may share your Personal Information with the service providers,

who are working with us in connection with the operation of the Services or the Platform,

so long as such service providers are subject to confidentiality restrictions consistent with

this Privacy Policy.

e) Joint Marketing Arrangements: Where permitted by law, we may share your Personal

Information with joint marketers with whom we have a marketing arrangement, we

would require all such joint marketers to have written contracts with us that specify the

appropriate use of your Personal Information, require them to safeguard your Personal

Information, and prohibit them from making unauthorized or unlawful use of your

Personal Information.

f) Persons Who Acquire Our Assets or Business: If we choose to sell or transfer any of our

business or assets, certain Personal Information may be a part of that sale or transfer

g) Legal and Regulatory Authorities: We may be required to disclose your Personal

Information due to legal or regulatory requirements. In such instances, we reserve the

right to disclose your Personal Information as required in order to comply with our legal

obligations, including but not limited to complying with court orders, warrants, or

discovery requests. We may also disclose your Personal Information:

L.
ii.

ii.

iv.

vi.

vii.

to law enforcement officers or others;

to credit information companies;

to comply with a judicial proceeding, court order, or legal process served on us or
the Platform,;

to enforce or apply this Privacy Policy or the terms of Service or our other policies
or Agreements;

for an insolvency proceeding involving all or part of the business or asset to which
the information pertains;

respond to claims that any Personal Information violates the rights of third-parties;
or to protect the rights, property, or personal safety of the Company, or the general

public.
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You agree and acknowledge that we may not inform you prior to or after disclosures
made according to this section.
Notwithstanding anything mentioned hereinabove, the Company shall not be responsible for
the actions or omissions of the service providers or parties with whom the Personal
Information is shared, nor shall the Company be responsible and/or liable for any additional
information you may choose to provide directly to any service provider or any third party.
We may share your information to other third parties, in which case we will protect your
information by aggregation or de-identification of the information, so that it cannot
reasonably be used to identify you.
In situations other than as set out above, you will receive prior written notice when
information about you might be shared with third parties and you will have an opportunity to

choose whether or not to grant them access to the information.

COOKIES

XI.

We may set “cookies” to track your use of the Platform. Cookies are small encrypted files,
that a site or its service provider transfers to your device’s drive that enables the sites or
service provider’s systems to recognize your device and capture and remember certain

information. By using the Application, you consent to our use of cookies.

ANCILLARY SERVICES

We may provide you with certain ancillary services such as chat rooms, blogs and reviews
for the Services. Subject to any applicable laws, any communication shared by you via the
Application or through any other medium, reviews or otherwise to us (including without
limitation contents, images, audio, financial information, feedback etc. collectively
“Feedback™) is on a non-confidential basis, and we are under no obligation to refrain from
reproducing, publishing or otherwise using it in any way or for any purpose.

You shall be responsible for the content and information contained in any Feedback shared
by you through the Platform or otherwise to us, including without limitation for its
truthfulness and accuracy. Sharing your Feedback with us, constitutes an assignment to us of

all worldwide rights, titles and interests in all copyrights and other intellectual property rights
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XII.

in the Feedback and you authorize us to use the Feedback for any purpose, which we may

deem fit.

LivitatioN OF LI1ABILITY

You agree to indemnify us, our subsidiaries, affiliates, officers, agents, co-branders or other
partners, and employees and hold us harmless from and against any claims and demand,
including reasonable attorneys’ fees, made by any third party arising out of or relating to: (i)
Personal Information and contents that you submit or share through the Platform; (ii) your
violation of this Privacy Policy, (iii) or your violation of rights of another Customer(s).

You expressly understand and agree that Kreon shall not be liable for any direct, indirect,
incidental, special, consequential or exemplary damages, including but not limited to,
damages for loss of profits, goodwill, use, data, information, details or other intangible losses
(even if we have been advised of the possibility of such damages), resulting from: (i) the use
or the inability to use the Services; (ii) unauthorized access to or alteration of your Personal

Information.

XIII. CHANGES To THis PoLicy

1.

We may make changes to this Privacy Policy. In the event that changes are made to this
Privacy Policy, we will notify you by revising the date at the top of the policy. If we make
material changes, we will do so in accordance with applicable legal requirements, and we
will post a notice on the application alerting you to the material changes prior to such
changes becoming effective. We encourage you to periodically review this page for the latest

information on our privacy practices.

XIV. MISCELLANEOUS

1.

This Agreement shall be construed and governed by the laws of India and courts of law at
Chennai shall have exclusive jurisdiction over such disputes without regard to principles of

conflict of laws.
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2.

XV.

In case you need to access, review, and/or make changes to the Personal Information, you
shall have to login to your User Account and change the requisite details. You shall keep
your Personal Information updated to help us better serve you.

Our Application may include links to other websites or online services, whose privacy
practices may differ from those of us. If you submit information to any of those websites or
online services, your information is governed by their privacy policy. We encourage you to
carefully read the privacy policy of any such website you visit.

When you use our application, we use action tags (also called pixel tags, clear GIF, or
beacons) to identify the content that you visit and how you use such content. Action tags may
collect and transmit this data in a manner that identifies you if you have registered with our
application or are logged into our application. We also use action tags in our emails, to
determine whether an email was opened or whether it was forwarded to someone else.

You are responsible for maintaining the secrecy and accuracy of your password, email
address, and other account information at all times. We recommend a strong password that
you do not use with other services. We are not responsible for personal data transmitted to a

third party as a result of an incorrect email address.

Contact Us

To keep your personal data accurate, current, and complete, please contact us regarding
changes on care@stucred.com. We will take reasonable steps to update or correct personal
data in our possession that you have previously submitted using our services. You may also
contact us on the above email address if you have any questions regarding our Privacy

Policy.



